(% LSBU ZeroDay Society — Guidelines &
Terms

& Purpose

LSBU ZeroDay is a student-led cybersecurity community at London South Bank University.
Our goal is to help students learn, collaborate, and build practical cybersecurity skills in a legal,
ethical, and inclusive environment.

1. Membership

e Open to all LSBU students interested in cybersecurity, regardless of experience level or
course.

e Members must register through official LSBU channels or ZeroDay sign-up forms.

e Active members are encouraged to attend events, participate in discussions, and maintain
professionalism.

2. Ethical Responsibility

e All activities within the community must strictly follow legal and ethical standards.

e Members are prohibited from using any knowledge, tools, or techniques learned in the
club for illegal or harmful purposes.

e Any form of unauthorized access, data tampering, or cyber attack outside approved
platforms (e.g., TryHackMe, HackTheBox, or ZeroDay labs) will result in disciplinary action.

e Respect for privacy, intellectual property, and institutional policies is mandatory.

3. Learning Environment

e Members are encouraged to share knowledge, mentor peers, and collaborate respectfully.
e Questions are always welcome — ZeroDay is a space for growth and support.

e Beginners should never feel intimidated; senior members are expected to guide and
encourage.



4. Conduct & Behaviour

Maintain professionalism and respect in all interactions, online and offline.
Discrimination, harassment, or offensive behavior of any kind will not be tolerated.

Discussions or materials promoting illegal hacking, racism, sexism, or hate speech are
strictly banned.

Confidential club matters (like project credentials or lab exercises) must not be shared
publicly.

5. Events & Activities

All workshops, sessions, or challenges must be pre-approved by the society’s leadership
team.

Participants should use personal or lab accounts — not university networks — for testing
or simulation activities.

Attendance and participation are voluntary but highly encouraged for active status.

6. Management Team Responsibilities

Plan and organize activities aligned with the society’s objectives.

Ensure all activities comply with LSBU and UK cybersecurity laws (Computer Misuse Act
1990).

Maintain transparency and open communication with members and department
supervisors.

Report any misconduct or policy breaches to the society president or faculty advisor.

7. Data & Privacy

Member information will only be used for internal communication and event coordination.

No personal data will be shared externally without consent.



8. Disciplinary Actions

Violation of these terms may result in:

1. Verbal or written warning.
2. Temporary suspension from activities.

3. Permanent removal from the society.

s

Reporting to university authorities (if laws or LSBU rules are broken).

9. Agreement

By joining LSBU ZeroDay, members agree to:
e Follow this guideline.

e Uphold ethical and respectful behavior.

e Represent LSBU and ZeroDay responsibly in all related activities.
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